Security threats and trends in society.
This paper is concerned with what can go wrong in health information systems and focuses attention on new trends in computer technology that might generate a vulnerable structure of opportunities for committing unlawful or unethical acts that could threaten our society. Malicious threats are distinguished from accidental threats. Several of the many threats to security in a health environment are reviewed, as well as new trends in technology and in society that might have an effect on health data security. Particular attention is given to microcomputers, unauthorized access to networks and databases, 'viruses', as well as encryption, memory cards and 'information standards'. Some reasons are given to explain why crimes can be committed in the health care environment.